
When Bad Things Happen 

At some point you will discover that Murphy was an optimist. The first rule of 

crisis management is to avoid crises in the first place. And the best way to do that 

is to make sure someone with a broad stakeholder perspective participates in the 

planning of any significant corporate initiative. If that ounce of prevention 

doesn’t work, follow the second rule: accept responsibility, which means tell the 

truth, tell it quickly, fix the problem and give something back.   

 

Network outages 

 On April, 13, 1998, when Phyllis Royce called her babysitter during her lunch 

break at the Macom electronics plant in Lowell, Massachusetts, she found out that they 

were nearly out of Pampers.  So when her shift ended at 3:00 p.m., she took the long way 

home and pulled into the Wal-Mart in Hudson, N.H.  It should have taken only a few 

minutes to pick up the diapers and check out.  She had done it dozens of times in the past.  

But today for some reason the check-out lines snaked far into the aisles.  Nothing was 

moving. 

 Mrs. Royce didn’t know it, but she was caught in an electronic traffic jam that 

was slowly spreading across the country, paralyzing the registers not only at Wal-Mart, 

but across a wide swath of the economy and freezing credit card transactions, bank ATM 

machines, airline reservation systems, travel agency ticketing, and business-to-business 

data communications.  Tens of thousands of terminals were off the grid, blinking dumbly. 

In Basking Ridge, N.J., we were in the afternoon stretch of Armstrong’s regular 

Monday meeting and Frank Ianna’s pager was vibrating on the conference table in front 



of him. He looked at it briefly and quietly left the room, reaching for his cell phone as he 

walked. 

 Ianna was responsible for the operations of AT&T’s worldwide networks and he 

knew them as well as he did the shiny red Corvette he drove to work in good weather or 

the Jeep he drove when the weather was sloppy.  Every day when he logged onto his 

personal computer, in the office or at home, he scrolled through screen after screen of the 

previous day’s call attempts, minutes of usage, terabits carried, trouble reports, circuits 

added, fiber routes laid, etc.  His pager was just one more way he kept his finger on the 

network’s vital signs when he was away from his desk.  If anything unusual happened, 

the managers who monitored the network from an operations center down the road sent 

advisories up the chain of command. Ianna’s pager was the final link in the chain.  

Anything, such as a cable cut, that blocked more than 50,000 calls had to be reported to 

the FCC and was enough to set the pager off. 

Ianna had the husky build and blunt speech cadences of the communications 

technicians who hauled cable for him, and the steel trap mind of the engineers who 

designed their routes.  He also had the broad, open face, silver mane and colorful 

language of an old-time pol.  Plus, he was probably the only senior executive wearing a 

gold chain under his dress shirt.  In debate, he could be excitable and confrontational.  

But in a crisis, he was cool and focused.  In the next 24 hours he would exhibit the full 

range of his emotions and intellect.  

The door had just closed behind him when my cell phone lit up with a text 

message – “Urgent.  Call Dave Johnson.”  Johnson was the PR manager responsible for 

handling network-related media inquiries.   His office was at the network operations 



center and he was among the first people notified when there was a “network incident.”  

When the incident was widespread, he also had standing instructions to send advisories 

up the chain of command.    Calls to both Ianna and me meant that something big was 

happening. 

One of AT&T’s data networks was going down.  Managers at the network 

operations center had begun noticing a large number of alarms in the company’s 

switching centers.  That is not unusual in itself – an alarm is set off if a circuit pack is 

unplugged for any reason, including maintenance – and the switches are self-correcting, 

rerouting traffic around the disabled circuit pack.  But these were multiple alarms that 

seemed to be spreading across several switches and the number seemed to be growing.  

The managers declared a network emergency. 

In a network emergency, the operations center sets up three conference calls – one 

for technical personnel, another for sales and customer service people and a third for 

senior executives.  PR had representatives on all three calls and also set up its own to 

ensure that all our spokespeople had the same information.  After being briefed by 

Johnson, I headed straight for Ianna’s office, knowing that he would be jumping from one 

bridge to the next.       

The particular data network having trouble was called a “Frame Relay Network” 

and was used by businesses that needed to exchange large amounts of computer 

information in short and frequent bursts.  Banks, for example, can aggregate the data 

from their network of ATM machines and send it to their clearing houses over the AT&T 

Frame Relay Network.  Large retailers like Wal-Mart can do the same with the 

information captured in their electronic cash registers to keep near real-time tabs on their 



inventory.  Large companies can use frame relay to interconnect their own local area 

networks in distant cities.   

AT&T’s frame relay network consisted of 145 data switches, called “nodes,” that 

took packets of data from customers, tagged it with routing information and sent it across 

the AT&T fiber optic network to another switch where it was unpacked and delivered in 

its original format.  The frame relay switches had their own network management 

software and, if something went wrong, they were supposed to take themselves off-line.  

By the end of the afternoon, all we knew for sure was that at 2:30 p.m. an AT&T 

technician in Los Angeles had begun upgrading the software on some of the circuit cards 

in one of the frame relay switches.  Something went wrong and the switch began 

producing a stream of error messages. The technician had mistakenly thought that the 

switch was on standby and not connected to the rest of the frame relay network.  But it 

was and, by the nature of packet switching, it sent error messages to every other switch in 

the network.  The volume of error messages grew so great it prevented customer data 

from getting across the network, creating still more error messages.  Eventually, the 

entire network crashed and no one knew how long it would take to bring it back up 

because no one knew what had caused the initial torrent of error messages.    

 While Ianna dealt with the technicians who were trying to replicate the problem 

in our laboratories so its cause could be identified and isolated, I walked down the hall to 

Armstrong’s office.  We obviously had to issue a statement.  The media had not yet 

realized there was a problem, but that was only minutes away.  We also needed to equip 

our salespeople to brief their customers.  And most of all we needed to tell our own 

employees what was going on; they had been seriously shaken by a series of 



embarrassing network outages in the 1990s.  In fact, the lessons learned from those 

outages leapt to mind:  tell the truth and tell it fast, accept accountability without pointing 

fingers elsewhere, and put everything else on hold until you fix the problem.   Further, 

this would be Armstrong’s first crisis as CEO.  How he handled it would send a loud and 

clear message to every important constituency and to the army of professional AT&T 

watchers who made their living critiquing every move the company took.  

When I got to Armstrong’s office, I knew that I didn’t have to worry. John Zeglis, 

the company’s former general counsel and now president of the company, was already 

laying out the case for Armstrong’s direct, personal involvement in what some might 

have seen as a relatively isolated incident in a technical backwater of the AT&T Empire.  

At less than $1 billion, the frame relay business was big but a fraction of the company’s 

overall revenue.  The many consumers affected by the outage were not technically our 

customers and the problem would likely be resolved before they even knew of our 

involvement, if they ever did.  Our long distance and wireless networks were still 

functioning smoothly.  It might even turn out that our frame relay network was not really 

at fault and the problem was really with the company that made the switches.   All that, 

Zeglis said was trumped by two facts. First, we were AT&T, people invested an unusual 

degree of trust in us, and in return they expected an unusual level of performance.  

Second, Armstrong was a new CEO and this would be his first trial by fire.  People 

would be watching and that gave him a unique opportunity to show what he was made of.   

Armstrong didn’t need convincing.  The instinct to take charge comes as naturally 

to him as breathing.  Plus, this crisis was in an area that he really understood.  If 

something had to go wrong, it couldn’t have happened in a business closer to his area of 



expertise – data networking.  He knew the technology; he knew the products; he knew the 

customers, the applications.  He even knew the guy who ran the company that made the 

switches that went ka-fluey.  John Chambers, CEO of Cisco, had been an IBM colleague.  

But Zeglis had one more argument to make.  Sure, we would tell the truth, take 

accountability and fix the problem.  But there was one more thing we had to do – 

something we had learned in those network crises of the 1990s.   

Off The Grid 

The AT&T long distance network may be one of the most reliable systems man 

ever made.  When someone gets a wrong number, she just assumes that she misdialed – 

not that the telephone network misdirected her call.  The AT&T network handles more 

than 320 million call attempts on an average business day and all but a few hundred go 

through on the first try.  But on the afternoon of January 15, 1990, the whole AT&T 

network ground to a halt and stayed that way for nearly nine hours.  Everyone was off the 

grid because the grid was off. 

At about 2:30 p.m. that afternoon, in a very similar situation to the frame relay 

outage, the 114 giant 4ESS switches that shuttle long distance voice and data traffic 

across the country began to send each other error messages.   But in this case, the 

problem was not confined to a relatively specialized data network; it affected virtually the 

entire AT&T long distance telephone system, serving 60 million residences and 10 

million businesses.              

The problem was eventually traced to a single error in the millions of lines of 

computer code on which the switches run, but the problem was not resolved until 10:30 

p.m. that evening, when the company’s network engineers took down the signaling 



network that was propagating the error messages.  Meanwhile, we had inconvenienced 

millions of customers and given the nation a scare unlike anything it had experiences 

since the 1970 oil crisis.  Media coverage was intense.  FCC and Congressional 

investigations were nearly a certainty.   Marilyn Laurie, who ran PR at the time, pressed 

Bob Allen to conduct a news conference from the floor of the company’s network 

operations center in New Jersey.  She also pressed for something more – we had 

inconvenienced our customers; we should give them something back to make our 

apologies real. 

The next day, at 11:00 a.m., Allen held a news conference at the Network 

Operations Center and explained what we knew about the outage at that point – it was a 

software error that we should have caught.  Bell Labs was working on a permanent fix.  

And to underscore how much we valued our relationship with our customers, we would 

ask the FCC for approval to declare February 14, Valentine’s Day, as an additional day of 

holiday calling reducing our normal rates by an average of 33 percent.   It was a nice 

gesture, not entirely wasted on the cynical reporters, but they continued to pepper Allen 

with questions about the outage.  His answer to one of those questions – totally 

unrehearsed – demonstrated what the man was made of.  “Mr. Allen,” one of the 

reporters asked, “exactly who was responsible for this?” 

Without missing a beat, Allen looked the reporter in the eye.  “As far as our 

customers are concerned,” he said, “I’m responsible.  And I’m going to make sure it 

never happens again.” 

Unfortunately, it did happen again although not for the same reason and not on 

the same scale.  Nine months later, anticipating an unusually hot September Indian 



Summer day, Con Edison asked AT&T to take one of its central offices in lower 

Manhattan off the power grid.  All the company’s central offices had redundant power 

sources, including batteries and back-up generators in addition to commercial power. To 

help the electrical utility avoid brownouts, AT&T and Con Ed had long-standing 

agreements to switch its central offices to battery power on high-usage days.  Ironically, 

the central office power crew, who would normally do a walk-through of the battery plant 

when commercial power was switched off, went straight to an alarm training session 

when they reported to work that morning.  When the generators were turned on to 

recharge the batteries at around 10 a.m., a voltage spike caused the batteries to disconnect 

themselves from the generator.  The audible alarms, which should have sounded, had 

been disconnected when the power plant had been upgraded and never reconnected; a 

visual alarm bulb had burned out and not been replaced.  Since the batteries were only 

designed to last six hours, by 4:40 p.m. they were essentially exhausted and the central 

office equipment began to shut down, disconnecting communications to all three New 

York area airports, the stock exchanges, the rest of the lower Manhattan financial 

community, and even some European countries.  It was 10:30 p.m. before all service was 

restored.  In accord with Murphy’s Law, the Chairman of the FCC was on one of the 

planes left circling the skies above New York when the control towers lost 

communications.      

The next day, Bob Allen made an unpublicized visit to the central office and met 

with employees.  The company’s government affairs people spent the day fielding calls 

from senior officials at the Department of Transportation, the FAA and the FCC.  Its PR 

people could tell the media what happened, but how and why it happened were still a 



mystery.  Somehow, triply redundant systems had failed.  In late afternoon, in an effort to 

answer reporters’ technical questions as efficiently as possible, we arranged for the 

president of Business Services, then Joe Nacchio, to meet with the media on an informal 

conference call.  Nacchio felt strongly that this was a business customer problem and not 

a consumer or corporate issue.  He wanted to give chapter and verse on everything we 

had done to reassure our business customers.  The media wanted to talk about all the 

people stranded for hours at airports and on airless, foodless airplanes.  Pressed to explain 

how triply redundant systems could fail, Nacchio speculated that the central office 

technicians had probably disabled the alarms because they were so loud and had a 

tendency to trip even when there wasn’t a real problem. 

That evening’s radio and television reports said that AT&T executives blamed 

union employees for causing the shutdown.  The next morning’s newspapers repeated the 

charge.  By afternoon, in a second telephone news conference, Ianna explained the 

processes that had failed and exonerated the employees.  But the damage had been done.   

Follow-on media coverage clarified the facts but sharply criticized the company for 

initially blaming low-level employees.  The FCC demanded a written report within 10 

days; the chairman of the House Commerce Committee announced he would hold 

hearings on the incident; New York City’s Mayor demanded that major communications 

companies back each other up in the case of outages; many businesses began diversifying 

their service providers so, if one went down, they had a back-up; and AT&T ultimately 

lost the FAA account. 

The contrast between the two network outages was striking.  Surveys showed that 

in both cases, after an initial drop in public confidence, AT&T eventually regained pre-



outage levels of customer approval.  But in the second instance, it took longer to recover, 

perhaps because it no longer seemed like a singular event that people were more likely to 

excuse.  My own theory is that in the first instance AT&T ceased being a faceless 

corporation the moment Bob Allen stood up and took accountability without pointing 

fingers at anyone else.  The company’s Valentine’s Day discount demonstrated the 

sincerity of our apology, but it was not repeatable in the same circumstances. Nacchio, by 

contrast, wanted to look “in charge” but he was too quick to point fingers.  And he made 

it impossible for Bob Allen to address the larger customer issues without looking 

defensive.  You only have one opportunity to say you’re sorry.   

Armstrong’s approach 

Armstrong listened to this bit of history and then threw himself into the crisis, 

essentially camping out in Ianna’s office whenever he was not on the phone with 

customers or with Cisco’s John Chambers who was traveling in Japan.  Armstrong asked 

questions.  He made suggestions.  But he left the detailed direction of the technical teams 

to Ianna, along with briefings we had scheduled for customers and media every two or 

three hours.   

In his own mind, Armstrong had divided the crisis into two related issues:  fixing 

the problem and regaining customer confidence.  He trusted Ianna to resolve the technical 

issues and he personally concentrated on developing a plan to convince customers that 

we would come out of the crisis stronger than we went in, building on Zeglis’ suggestion 

that we “give something back,” as we did in 1990.  He would then invest his own prestige 

in communicating both the short-term fix and the long-term solution. 



It was 11:00 p.m., before the technical team had identified the precise 

combination of hardware and software that had triggered the problem.   Within hours, 

they had reconfigured the network so if the problem happened again it could be isolated 

in a single switch without propagating across the network.  And then they began the 

laborious process of bringing everything back on-line, trunk by trunk, and switch by 

switch.  I had left the office to catch some sleep at 1:00 a.m., when it seemed there was 

little more I could do, but I was back by 6:30 a.m.  I went straight to Ianna’s office, 

breezing in without noticing the door was closed.  Ianna was still at his desk, chin resting 

on his hands as if reading the papers on his desk, while listening to the conference call 

that droned over his speakerphone.  But he was fast asleep.  He had been up all night.  I 

backed out as quietly as I could and dialed into the conference bridge from my office. By 

8:30 a.m. that morning, all the data circuits were back up and the company started putting 

customer traffic on them.  An hour later, 90 percent of all traffic was restored and by 

mid-afternoon it all was. 

By the time most of AT&T’s 6,000 frame relay customers got into the office that 

morning, a personalized letter from Armstrong was sitting on their fax machine.   “I want 

to apologize for the outages you are experiencing in our frame relay service," the letter 

said. "Network reliability is one of our highest priorities and this situation is clearly 

unacceptable to you and to us."  Armstrong repeated the same message in a media 

conference call with Ianna later that morning.  Admitting that the company still didn’t 

understand the precise cause of the outage, he went on to say no customer would be 

charged for frame relay service until the problem was isolated, confirmed and a fix 

identified. 



That didn't happen for more than two weeks when the cause was traced to an 

unforeseen interaction between software in two Cisco switches.  But rather than pointing 

fingers at each other, AT&T and Cisco engineers worked together to redesign the frame 

relay network’s architecture, significantly improving its reliability.  The company said 

the earnings impact of providing free service for more than two weeks was immaterial.  

In the end, it lost fewer than 10 customers.  And in the view if at least one trade 

magazine, the effect on its reputation was highly positive:  “By handling the situation 

aggressively - and publicly - AT&T actually enhanced its image as a robust networking 

company.”  (The Industry Standard, August 23, 1999) 

Not everyone learned the lesson.  Just a year and half later, MCI WorldCom’s 

frame relay network crashed due to a software bug and was not fully restored for 10 days.  

According to accounts in the trade media at the time, WorldCom issued an alert to its 

sales force, leaving it to them whether to notify customers by e-mail, by telephone or not 

at all. After a deafening silence from company executives, MCI WorldCom CEO Bernie 

Ebbers finally agreed to meet with the media. Instead of trying to explain how the outage 

happened, or even what he planned to do about it, he blamed the company that provided 

the switches – Lucent Technologies.  Eventually, WorldCom offered its frame relay 

customers two days free service for every day they were off-line, but the chief counsel for 

a large business users group, the International Communications Association (ICA), said 

"There was a stark difference in the MCI WorldCom handling of its outage compared to 

that of AT&T's outage a year earlier," he said. "AT&T was friendly and MCI WorldCom 

was not."   

The Rules of Crisis Management 



Every company has problems at one time or another.  The trick is recognizing 

which problems are early-stage crises, because crises require a different approach than 

day-to-day management.  One PR agency executive has said that problems rise to the 

category of a crisis when management’s focus is short term and on the media.  By that 

standard, AT&T was in constant crisis from 1996 to 2002.  It may have felt that way, but 

I know better. My rule of thumb is that a true crisis has high emotional content, polarizes 

internal and external constituencies and crowds anything else off the company’s agenda – 

not only in its public relations, but in its operations.  I’ve been in enough situations like 

that, many described in this book, to know the difference.  Every crisis is unique but they 

all warrant a common approach.   

In a crisis, there’s a premium on acting quickly and decisively.  You have to push 

everything else off your desk.  And, while you have to be personally invested, you also 

have to put even more emphasis on teamwork than normal, both in planning and in 

execution.  Most of your work will happen in large rooms packed with people.  You have 

to make sure they are the right people for the situation at hand and that may be a different 

cast than normally meets around your conference table. In planning, you have to hear 

directly from people who are closest to important constituencies but who may be further 

down the chain of command.  In execution, everyone on your team needs to move in 

lock-step and simultaneously.  There simply won’t be time for serial communication and 

you can’t afford the risk of misinterpretation.   On the other hand, you need to be highly 

disciplined focusing everyone on the real problem.  In a crisis, some people will be 

unable to resist the temptation to beat their favorite drum, even at the expense of adding 

more noise than melody to the chorus of voices you’ll hear from.  And you should listen 



especially for the quiet voice from an unlikely corner that may have just the perspective 

or suggestion you need. 

Marilyn Laurie, who probably weathered more crises at AT&T than anyone, was 

exceptionally good at gathering people around her from all corners of the company and 

framing an issue so they all felt they could contribute.  When she was in command and 

energized, as she was during the first network outage in 1990, she was like a lens through 

which the entire organization took focus and intensity.  She had an unusual talent for 

pulling back and looking at issues from a much broader perspective than those around 

her.  To her, the network outage didn’t mean people couldn’t make phone calls, it meant 

they had lost something they thought they could count on.  They were betrayed, victims 

of technology they didn’t understand and knew they couldn’t control.  A “software bug” 

took down the telephone network?  What’s next?  That’s why she pressed Bob Allen to 

personally brief the media, rather than delegating it to some unknown engineer who 

probably had a better understanding of the technical problem.  That’s why she wanted the 

briefing at the company’s Network Operations Center, a room the size of a football field 

hung with dozens of TV screens displaying the network’s status around the world.  Those 

TV screens were impressive and a great photo opportunity, but the real point was the 

white shirted managers in front of them.  There was lots of technology here, but there 

were people too and the people were in charge.  That’s also why she fought with the 

business people until she won their agreement to authorize our own operators to give out 

our competitors’ access codes so our customers could make calls on their networks until 

ours was restored.  Finally, that’s why she jumped on the idea of the Valentine’s Day 

discount.  She knew it wouldn’t change anyone’s mind about AT&T all by itself, but 



combined with everything else it would show that the company was at least trying to do 

the right thing.   And that was one of her core beliefs – a belief handed down from the 

company’s first PR officer, Arthur Page – public relations is 90 percent doing, only 10 

percent talking about it. 

On the other hand, when Laurie was pushed aside by executives working their 

own narrow agendas, as she was in the September power outage and the January 1996 

downsizing announcement, the company lost that broader perspective and went astray. 

That’s why the first rule of crisis management is to ensure than someone with a 

broad stakeholder perspective is in on the planning of any significant corporate initiative. 

That ounce of prevention can avoid a crisis entirely or at least minimize its impact. If that 

fails, or if the crisis arises from unexpected quarters, the CEO needs to formally appoint 

someone to direct all crisis-related communications.  Everyone, including line executives, 

needs to take their communications lead from that person.  (As we will see in shortly, if 

PR itself caused the crisis, this becomes much more complicated.)  Because first 

reactions are critical, this decision needs to be made early on.  The formality of naming a 

crisis communications manager may seem excessive, but it proved necessary even within 

AT&T.  By 1996, the company already had a 70-year history of entrusting 

communications to a senior officer, but Laurie was nevertheless pushed aside by the bean 

counters.  Further, the appointment will not only remind everyone of the chief 

communications officer’s mandate, it will serve as a de facto declaration that the 

company is indeed in crisis. 

Second, everyone needs to get comfortable with the idea that if something is 

newsworthy, it will become public.  And if it is going to get into the news, you might as 



well be the one to put it there.  Better to be the source of information, and at least have a 

chance to position it correctly, than to be playing catch-up and on the defensive.  Your 

lawyers may see things differently.  They have been trained to admit nothing and, given a 

chance, they will try to Miranda-ize you, suggesting that you “remain silent” because 

“anything you say can and will be used against you.”  That was certainly the approach 

MCI WorldCom followed.  It arguably may have minimized their legal exposure, but by 

then they had already lost in the court of public opinion. 

Of course, it goes without saying that whatever you say must be the truth, but in 

the fog of a crisis it is always difficult to distinguish what is true from what is speculative 

or simply wishful thinking.  And you will not have all the information you need until 

weeks after the crisis has run its course.  We did not really understand what brought our 

frame relay network down for several weeks after it occurred.  But we decided early on to 

reveal what we did know, as soon as we were certain of it.  We knew, for example, that a 

technician had been trying to change the software in one of our frame relay switches just 

before the outage because every technician logs the procedures he is executing into our 

monitoring system in real time.  We wouldn’t know the exact sequences of events from 

that point on until our engineers were able to physically examine the switch he was 

working on and replicate the same sequence of events under controlled circumstances.  

And we said so at the time.  As a result, the media – and more importantly, our customers 

– were willing to give us the benefit of the doubt.  In the case of the September power 

outage, on the other hand, Nacchio was simply speculating about the cause.  We might 

have recovered even then, if he had labeled it as speculation and if he had not been so 

patently trying to shift blame.  Unfortunately, once the media wrote that we were blaming 



our own employees for the outage, subsequent corrections appeared contradictory and 

defensive.  The worse thing you can be accused of is dribbling out misleading or 

contradictory information.  Your PR people have to have a sufficiently trusting 

relationship with the media that they will believe you in moments of crisis and give you 

time to gather information. In my years at AT&T, my biggest struggle was with the truth.  

Not trying to hide it or disguise it, but simply to find it.  In a large company, information 

is scattered across organizations, people hoard it and dole it out as it suits their interests 

often with their own unique interpretation.  PR people have to be sufficiently plugged 

into their company’s day to day operations so they can help unearth the truth in 

emotionally charged circumstances.  Line executives have to trust them enough to let 

them ask the right questions.   

That does not mean you should say everything you know in every situation. 

Sometimes that could be misleading. When planning layoffs, every organization is asked 

to prepare multiple options.  Releasing all that raw information would not tell anyone 

anything truly useful and could lead people to the wrong conclusions. Other times, it 

could be needlessly damaging.  For example, what purpose would be served by releasing 

the name of the technician who upgraded the software that led to the frame relay outage?  

Ethicist Kirk Hanson notes there is a continuum of truth-telling, from lies, to incorrect 

interpretations, implausible interpretations, plausible interpretations, partial truths, and 

truth itself.  This assumes, of course, that the objective facts of a situation are knowable.  

Your job is to dig the facts of a situation out, assess their meaning and communicate them 

responsibly to relevant stakeholders.  A data dump is not responsible communications, 

nor is abdicating their interpretation to others.  You should try to understand the facts 



from your stakeholders' points of view so you can give them all the information they need 

to act intelligently and prudently. 

For that reason, it’s also important to knock down outside speculation as soon as 

you can.   The January 1990 network outage was so unprecedented many reporters asked 

if it could have been caused by computer hackers.  That was pretty far down the list of 

possibilities because of all the safeguards built into the network and especially because of 

the particular hardware involved.  Nevertheless, once the media raised the issue, we 

moved it up the list of suspects and as soon as Bell Labs was able to rule it out, we 

alerted the media. Someone on your crisis communications team should be charged with 

monitoring the media full-time, killing rumors whenever possible and tracking the tone 

and tenor of the coverage.  Our tracking research during the furor surrounding the 1996 

downsizing was too long range.  We were getting bi-weekly information, when what we 

really needed was overnight data.  We were counting newspaper clips and tracking the 

number of times our “messages” showed up in stories, when we should have been 

following talk radio and television news and discounted our “messages” – just as the 

public did.  

The media may precipitate a crisis – or prolong it – but they cannot end it.  Only 

the affected stakeholders can declare it over.  That means you need a keen understanding 

of the stakeholders affected by whatever physical event triggered the crisis in the first 

place.  That too is more difficult than it sounds.  Inevitably, some parties will try to 

exploit your crisis.   As we will see, some parties may even try to stimulate a crisis for 

their own purposes.  Your crisis management should begin with a thorough scan of all 

interested parties, trying to identify those who may try to take advantage of your 



situation, but even more importantly identifying those who are truly affected and those 

who might be allies should the crisis deteriorate into a protracted confrontation. You 

cannot trust the media to carry your message to important publics. If you don’t already 

have timely and effective means of communicating directly with those affected, you need 

to establish them quickly.  I was surprised to discover, for example, that we did not have 

the fax numbers or e-mail addresses of the CEOs whose companies used our frame relay 

network.   We pulled salespeople out of bed all night until we compiled a complete list.  

Within 24-hours, every one of the company’s frame relay customers received a personal 

letter from Mike Armstrong, apologizing for the service interruption, explaining what 

happened and what we were doing about.   

Of course, we already had contact information for another important set of 

stakeholders – our own employees.  In the heat of a crisis, it is easy to forget that your 

own employees are as out of touch as everyone else but vitally more interested in what’s 

going on than anybody.  Someone on your crisis communications team needs to assume 

responsibility for keeping employees informed.  Ideally, they should get any significant 

news about the crisis from you, not from the media.  With 24-hour news and the Internet, 

that is becoming a more difficult standard to meet, but it’s worth trying.  Use e-mail and 

broadcast voice mail to update employees on a regular basis.  Equip supervisors to knock 

down rumors by giving them lists of the most frequently asked questions with answers.  

Study after study documents that employees prefer to get company news from their 

supervisors rather than any other source, but few companies give supervisors the 

information they need to fulfill that role.  You’re going to produce Q&A for your media 



relations people.  With very little editing, they can become the core of a communications 

package for first-line supervisors and other managers.  

Don’t assume that when the media stop calling, the crisis is over.  It isn’t for your 

employees.  If they were directly involved, they will need time to vent.  If they were only 

observers, they will have their own questions about what really happened and what it 

means to them.  After the September 1991 network outage, Frank Ianna launched a 

program to bring his organization’s senior officers into small group meetings with all 

15,000 of the unit’s front-line employees.  Part re-training program, part revival meeting, 

it began with a review of the worse media coverage the company received during the 

recent network outages, quantified the economic impact and then encouraged employees 

to “stop the line” if they saw anyone doing anything, or if they were asked to do 

anything, that threatened network reliability.     

That employee program recognized that senior management is ultimately 

accountable for the company’s performance.   Even if the power plant employees had 

been lax in performing their duties (and they weren’t), management can’t slough off 

responsibility.  All work is part of a process and management is responsible for the 

integrity of those processes. If people don’t know how to do their work properly, 

management is accountable for providing the proper training or supervision.  If a process 

breaks down, management is accountable for anticipating it and building in recovery 

mechanisms.  That’s what management is all about.  So it isn’t an exercise in pious self-

flagellation to suggest that the first thing you need to do in your communications about 

the crisis is accept accountability for it.  Your lawyers may argue with this, but in my 

experience it’s always possible to accept responsibility without opening yourself up to 



suits for consequential damages or other litigation.  You should also carefully consider 

your CEO’s role in stakeholder communications.  Some companies try to associate their 

CEO only with good news, leaving others to apologize for mistakes or announce bad 

news.  In my view, the CEO’s involvement should be a function of the severity of the 

crisis and the degree of control the public believes the company had (or should have had) 

over the problem.  When one of our New Jersey central offices was flooded by a rising 

river, we did not ask Armstrong to don hip boots and make a pilgrimage to the site.  The 

public understands that natural disasters happen and, while the flooded office 

inconvenienced thousands of our customers in New Jersey, they didn’t expect the CEO to 

show up to help pump out the office.  But when Hurricane Andrew devastated the lower 

tip of Florida in 1992, disrupting communications for more than a million customers and 

leaving 250 of our own employees homeless, Bob Allen was on a plane to the area.  He 

made long distance calls from working pay phones free and had portable calling centers 

moved into the area.         

Falling all over yourself accepting responsibility for a problem means nothing 

unless you actually fix it.  Initially, in the interests of getting back to business as usual, 

this will probably consist of a workaround, a temporary fix that deals with the problem’s 

symptoms but not its underlying cause.  In addition to being risky (since unsolved 

problems almost always rear their head again if matters are allowed to rest there), this 

represents a missed opportunity.  AT&T’s analysis of its frame relay problem not only 

uncovered unanticipated software bugs, it led to changes in procedures for upgrading 

software and a new architectural design for the network itself that put error messages on a 

path separate from customer data traffic.  Thanks to these changes, and others adopted 



since, AT&T’s frame relay network today is actually more reliable than its voice network 

(99.998 percent reliable versus 99.978 percent).    The company was able to make this 

progress because its problem definition was not “Our network went down and can’t get 

up” but “We’ve let our customers down and we can’t do that again.”   

Finally, give something back.  This is one of those gestures that only work once; 

otherwise it changes from a token of appreciation to a ransom deposit.   But when used 

properly, it can be very powerful.  I still run into people who don’t remember the details 

of our big network outage, but they do remember the Valentine’s Day Special Discount, 

even though they didn’t personally take advantage of it.  Just be careful in structuring 

your “give back” that you don’t allow the bean counters to propose giving the sleeves out 

of your vest.  Whatever gesture you make needs to be meaningful to the stakeholders 

you’re targeting.  As we shall see, that does not always translate into financial terms.  On 

at least one occasion, the harm we caused required the removal of the managers 

considered most responsible.  And on a rare occasion, in this as in everything else you 

attempt, there will always be someone who will try to take advantage of your generosity.  

In responding to customer complaints, I had the habit of including a pre-paid calling card 

for 60 minutes in free long distance calling.  Every now and then, I would get a reply 

thanking me for the card and raising a new complaint.  We were never that bad and I was 

never paranoid enough to think we were.           

 


